
Policy on Categorising and Protecting University Information Assets 

1. Purpose of this Policy 

1.1 The purpose of this policy is to advise employees about the University’s grading 

https://ico.org.uk/


1. Personal data 

Description:  Personal information protected by the Data Protection Act.  
Access should be by relevant staff only and the information can be circulated 
to named recipients only.  Any further distribution to be explicitly approved 
by the author and must represent permitted processing◊ under the Data 
Protection Act. 

Examples:  The personal data of students, staff and third parties including 
data held within filing and information systems, references and any 
documents or communications discussing individuals. 

2. Restricted 

Description:  Information which is for circulation to named recipients only.  
Any further distribution to be explicitly approved by the author. 

Examples:  Senior management discussion papers, strategic development 
papers, items which are commercial in confidence. 

3. Confidential 

Description:  Information of internal interest or being prepared for 
publication.  Recipients may forward to others within the University. 

Examples:  Unpublished information, draft papers which do not fall into the 
Restricted or Personal categories. 

4.



3.2 Relevant Legislation 

3.2.1 Freedom of Information Act (FOI) 

Under the Freedom of Information Act, the majority of our information assets can be 
considered ungraded.  As our web page (https://www.lancaster.ac.uk/freedom-of-
information/) states: 

“Lancaster University is legally required to answer all written 
enquiries and requests for information from any person or 
organisation in the world within 20 working days, subject to 
certain exemptions.” 

Whilst the use of a grading other than Ordinary is an indication that there may be an 
applicable exemption from disclosure under FOI, there is no guarantee that this is 
the case.  Any use of a FOI exemption may be challenged and overturned by the 
Information Commissioner’s Office. 

3.2.2 Data Protection Act (DPA) 

New penalties for serious data protection breaches have been recently announced 
by the Information Commissioner who can serve notices requiring institutions to pay 
up to £500,000 for serious breaches. 

A serious breach is defined as a serious contravention of the data protection 
principles that was likely to cause either substantial damage or substantial distress.  
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http://www.legislation.gov.uk/ukpga/1998/29/section/2#commentary-c1818428


4. Compliance 

/media/lancaster-university/content-assets/documents/strategic-planning--governance/publication-scheme/5-our-policies-and-procedures/Information-Security-Policy.pdf

